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PURPOSE: To establish guidelines for the purchase, issuance, use and care of department issued 
mobile telephones. 


GUIDELINES: The Police Department utilizes mobile telephones to enhance officer safety, efficiency 
and effectiveness in the performance of their prescribed duties. There is no expectation of privacy for 
any communications made through mobile phones. All communications and equipment (video, 
photographic, voice and/or text) are subject to audit. 


Cross Reference: Portsmouth Police Department Directives ADM-16, Police Reporting System; OPR- 
08 Police Radio Communications; OPR-39 Mobile Data Computers, City AP#01 Computer Usage; City 
AP#10 Standards of Conduct; Virginia State Police VCIN Manual. 


PROCEDURES: 


I. Mobile Telephones - The Department provides mobile phones to certain employees due to 
operational necessity. Personally owned cell phones are also permitted for on duty carry and use. 


A. Purchase of Mobile Telephones 


1. All department-issued mobile telephones are purchased through the existing City contract 
and vender providing mobile telephone service. 


2. Personnel will direct all requests to purchase new mobile phones or to incur service changes 
to the appropriate Bureau Commander. The request must be justified in writing and approved 
by both the Bureau Commander and Assistant Chief of Police, prior to purchase and 
utilization. The Assistant Chief of Police is responsible for evaluating the need for, and 
budget impact of, additional mobile phones or services. 


3. The designated mobile phone manager within the Property Management Unit (PMU) is the 
only person authorized to purchase mobile phones for agency use under the city’s mobile 
contract provider. Employees are prohibited from purchasing their own equipment for 
connection to the city’s service plan. 


B. Use of Mobile Telephones 
1. Employees will use department-issued mobile phones for official city business purposes, 


except as provided in I.B.2 below. Employees will use mobile phones in a professional, 
effective and efficient manner to minimize costs. 
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2. On occasion, personal use may be necessary, but should be kept to a minimum in frequency 
and duration. 


3. Employees shall not use directory assistance unless there is an emergency or exigent 
circumstances. 


4. Each unit supervisor is responsible for monitoring for abuse, or excessive personal use of the 
mobile phone by individuals while in an on duty status. If a supervisor observes abuse, he or 
she shall take corrective action. 


5. Employees will refrain from utilizing text-messaging features while operating a city vehicle 
in motion. Employees are required to pull over and stop the vehicle in a safe location while 
text messaging. 


6. Employees using department issued iPhones shall not use any services offered by iCloud, 
e.g., document storage, because such information is copied to a server outside of our agency. 
Additionally, employees shall not attempt to remove or alter the installed profile, remove the 
installed iCloud account or modify or shut off the phone’s location services. Such action will 
result in corrective action and the possible removal of the employee’s iPhone. 


7. Mobile phone users will install the mobile management software when prompted to do so, 
providing they have an active application account. If the user does not have an active 
application account, then the user is not required to install the mobile management software, 
but is required to if/when the user creates an application account. Users will not alter or 
remove the mobile management software installed on their device. Mobile device 
management software secures, monitors, manages and supports mobile devices deployed 
across mobile operators, service providers and enterprises. 


8. Non-Exempt employees shall not engage in unnecessary electronic or telephonic work-related 
communications while off duty (email, text messaging, phone calls, etc.). If the communication 
is necessary, such activity is compensable and the employee will include the activity time on 
their time sheet. Employees may only exclude time from their time sheet if the activity has a 
duration of a few minutes or less. Necessity of any work-related communication is subject to 
supervisory review, and unwarranted off-duty communications will result in corrective action. 


C. Care of Mobile Telephones 


1. Each employee who has been assigned a Department mobile phone shall provide reasonable 
care and security for the equipment. The Department encourages employees to purchase a 
protective case for their issued phone. 


2. Employees must report lost or damaged mobile phones to their immediate supervisor and 
PMU. Loss and/or damage will be documented by completion of an IBR, and employees will 
coordinate repairs through the PMU. Employees must notify the Technical Services Unit 
immediately of any lost or stolen phone to facilitate an attempt to locate the device and to 
delete data stored on the phone. 


3. It is the employee’s responsibility to ensure their issued phone is carried and stored in a 
manner to protect it from loss, theft, or damage. Should an officer lose or damage their phone 
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due to their own negligence (e.g., dropped, drowned, left in a vehicle, etc.), the officer shall 
pay a $100 replacement fee. 


II. Mobile Phone Evidence and Photograph Procedures 


A. Employees with city-owned mobile phones equipped with digital cameras may use them for 
capturing digital evidence (amends OPR-05 and Special Order 2011.09.21-01). Employees must 
transfer evidence (photo, audio, and video) captured on a mobile telephone into the FORAY 


evidence management system prior to the conclusion of their tour of duty. Employees shall 
properly label each item of digital evidence with the associated report number. 


B. When connected to a city computer for the purposes of transferring digital evidence, city-owned 
mobile phones are considered an “authorized storage” device. Employees shall not use a city- 
owned mobile phone in place of an authorized high-security storage device, as approved/issued 
by the Technical Services Unit. Employees shall not store Criminal Justice Information on a 
mobile phone at any time. 


C. Employees shall request digital evidence transferred into the FORAY system when needed for 
prosecution in accordance with established procedures for obtaining photo and video evidence 
via the Police Intranet. 


APPROVED: 
Edward G. is, Chief of Police 
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